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A B S T R A C T   

This work describes the development of an underwater anti-intrusion system based on a magnetometer self- 
informed network, whose purpose is to detect the presence of threats in the proximity of critical in-
frastructures (e.g, terrorist divers in harbours). In this context, the magnetic network fills the gaps of sonar 
systems at the critical boundaries of the water volume to be controlled (sea bed, docks, …), where acoustic 
performances deteriorate due to reflections and attenuations. The system operates in a port-protection scenario, 
characterized by a medium-high environmental magnetic noise that can hide the diver signal (a diver is a weak, 
quasi-point-like, moving source). The magnetometer network processes two inputs: the environmental magnetic 
noise and a signal including the target magnetic signal superimposed to the same noise; the frequencies of a diver 
signal lie within the noise band, hence frequency filtering proves inadequate for noise removal. The basic idea 
underlying the system is to measure and use the noise itself to filter the overall signal; measuring noise supports a 
background-subtraction process that allows to extract the target signal and therefore detect the threat presence. 
The effectiveness of the procedure depends on the positions of magnetometers: sensors must be close enough to 
one another to measure the common background noise, and, at the same time, should be distant enough from one 
another so that just one sensor can measure the target signal. To generate alarms when a threat is detected, a 
real-time software application processes data and activates a visual and acoustic alarm upon identification of a 
magnetic anomaly. Sea trials carried out in port areas provided extremely satisfactory results in the detection of 
intruders. The paper presents experimental results obtained during the method validation tests, when intruders 
were moving in the surrounding undersea environment.   

1. Introduction 

Terrorist events that characterized the beginning of this millennium 
stimulated a new research topic, whose goal is to develop systems for 
defending critical infrastructures, since the latter are considered as most 
exposed to risks of attacks (industrial plants, military bases, ports and 
airports, etc.). This area of study involves research centres, universities, 
institutions, armies, navies and industries from all over the world. 

In maritime areas, the line of research named harbour (or port) 
protection aims to detect the presence of threats, such as terrorist divers, 
in ports and coastal areas. The systems traditionally used for this pur-
pose in the underwater environment rely on sonar devices. These 

approaches, however, tend to lose their effectiveness when operating 
near the seabed or docks, due to (possibly multiple) reflections of the 
acoustic impulses. To compensate for this, underwater magnetic sur-
veillance systems have been developed, which are complementary to the 
acoustic ones because they better work where the performance of sonar 
systems decay (and vice versa) (Dobkowski et al., 2007; Dobkowski 
et al., 2008; Lipovský et al., 2015; Liu et al., 2015; Tian, 2011; 
Wahlström and Gustafsson, 2014; Zhao et al., 2021). 

A team of Italian researchers from INGV (National Institute of 
Geophysics and Volcanology) and University of Genoa developed, over 
the past fifteen years, an anti-intrusion underwater system prototype 
based on the measurement of the magnetic field in the sea, mostly in the 
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context of projects funded by Ministry of Defence – National Plan for 
Military Research. A linear array of interconnected, passive magne-
tometers measure the surrounding magnetic field, without emitting any 
signal (Faggioni et al., 2008; Faggioni et al., 2009c; Gabellone et al., 
2007; Gavazzi et al., 2019; Hirvi et al., 2007; Serkerov et al., 1996). 

In a preliminary version (the CAIMAN1 Project, with industrial 
partner WASS, now Leonardo SpA), the system included commercially 
available magnetometers and cables, and could operate on both land 
and underwater. That architecture exhibited some critical issues, 
namely, the high cost of legacy sensors, and the fact that a specific cable 
connected to each sensor. Thus the system included N cables for N 
sensors, and this complicated the deployment procedures. 

The second release (LAMA2 and LAMA2.0 Projects, with industrial 
partner SkyTech, La Spezia), adopted self-produced proprietary sensors 
(thus lowering costs) and one cable traversing all sensors of the system 
(smaller size). The reduced implementation costs allowed to include a 
larger number of sensors, and therefore to protect wider port entrances. 
The cost per sensor decreased from approximately 2500 € down to 500 €. 
As a result, the overall deployment envisioned systems five times longer. 
The lower number of cables, on the other hand, reduced the bulk of the 
system and made the deployment operations at sea much easier and 
faster. 

The magnetic chain is usually deployed on the seabed (but it can also 
be buried or placed near the base of a pier) and can detect, for example, 
the presence of a diver swimming near the sensors. The Magnetic 
Anomaly Detection method discriminates the signal generated by the 
intruder's equipment (“anomaly” or “singularity”) from the surrounding 
environmental magnetic noise (“background”) (Faggioni et al., 2018; 
Faggioni et al., 2009a; Nasta et al., 2015; Szarka, 1988). 

The paper describes the architecture of the system and shows the 
results obtained during the sea trials performed in February 2019 in La 
Spezia harbour, Italy (the goal of the test was to validate the system by 
detecting the presence of underwater threats). 

2. Material and methods 

2.1. Methodology 

The system operates in a port-protection scenario, characterized by 
medium-high environmental noise with a relevant man-made magnetic 
noise component (e.g., industry or vessel-originated noise) that can 
cover the diver signal. The acquisition network includes a magnetic 
underwater array, above which professional divers performed multiple 
approach runs (NOAA et al., 2010). 

Divers are weak, quasi-point-like, moving magnetic sources, mostly 
due to scuba tanks and equipment, which change the local, environ-
mental magnetic field lines: a differential processing approach can 
detect weak signals buried in a high environmental magnetic noise. 
Conventional filtering techniques, such as those based on the Fourier 
Transform, prove inadequate because the typical frequencies of diver 
signals (depending of swimming speed) lie within the noise band; like-
wise, signal amplitudes (varying with the diver's distance from sensors) 
compare with the noise amplitude (De Vuyst and De Meyer, 1973). 

The system discriminates between two different inputs: the envi-
ronmental magnetic (background) field (natural plus artificial noise), 
and the superimposition of the target's magnetic signature (signal) on 
the magnetic background noise itself. The noise is used to filter the 
composed signal (noise+signal) and extract the target signal, thus 
detecting the threat presence by means of a differential technique 
(Faggioni et al., 2010; Faggioni et al., 2009b). 

The effectiveness of the processing algorithm depends on the 
deployment of the magnetic field measurement points. Magnetic sensors 

must ensure, at the same time, 1) correlation among the various noise 
measurements (reference devices: all the magnetometers record the 
same background field, which has low spatial frequency and therefore 
remains approximately constant in a wide area), and 2) de-correlations 
in the target signal observations (sentinel device: only one sensor re-
cords the target signature, which is characterized by high spatial fre-
quency) (Bartels et al., 1939; Cafarella et al., 1992; Cafarella and 
Meloni, 1995; Chapman, 1918; De Santis et al., 1997; De Santis et al., 
2003; Georgieva et al., 2013; Meloni et al., 1994; Meloni et al., 2007). 

In conclusion, sensors must be close enough to one another so that 
they all measure a common background noise, which might be modelled 
as a constant that does not carry information. This is in accordance with 
the so-called space stability of the magnetic noise. In other words, in the 
test area the spatial gradient of the temporal component of the measured 
magnetic noise nullifies. At the same time, the sensors should lie distant 
enough from one another so that just one sensor measures the target 
signal. One should keep in mind that a magnetic anomaly extends over a 
certain surrounding space, which depends on the amplitude of the signal 
itself: singularities featuring greater amplitudes occupy a larger volume. 
Therefore, to detect targets of stronger signatures would be necessary to 
increase the distance between the sensors. As a matter of fact, the 
optimal distance, L, between each pair of sensors is determined on the 
basis of the magnetic characteristics of the expected target sources (in 
particular the spatial wavelength of the weakest magnetic source: geo-
metric factor) and the physical characteristics of sea water, in particular 
salinity (environmental factor). Therefore, L is a calibration parameter 
which is verified experimentally during the system deployment (usually 
L < 10 m). To detect stronger sources one just considers pairs of sensors 
that lie from each other at distances 2 L, 3 L, and so on, thus simulating 
the increase in the distance between the sensors. 

The system setup involves the deployment along a straight line of N 
magnetometers on the sea bottom where a diver is expected to float, as 
shown in Fig. 1. For a given value of L, the number of sensors, N, depends 
on the size of the area to be protected. The cable carries sensor data to a 
control unit (workstation and interface placed on a pier near the trials 
area) for further processing. 

The distance, L, between sensors in the array ensures the detection of 
a bottom-skimming diver at most some meters from the barrier. If a 
target increases its clearance from the sea floor, it also increases its 
distance from the sensors and progressively leaves the magnetic detec-
tion area (but enters the operating field of sonar systems). The maximum 
distance at which each target can be detected depends on the type of 
magnetic source it represents. 

Then, the detection algorithm (based on a differential technique) 
extracts anomalies due to target passages. Fig. 2 illustrates the pro-
cessing procedure in the case of an elementary cell (only N = 3 sensors). 
To decide if an alarm should be generated on sensor n. 1, the signal 
acquired by the sensor itself is compared with that of the sensor n. 2; if 
the difference exceeds a threshold value, an alarm is generated; other-
wise the comparison with the sensor n. 3 is performed; also in this case 
an alarm is generated if the difference exceeds the threshold; if no dif-
ference exceeds the threshold value no alarm is generated (the sensor n. 

Fig. 1. Scheme of the system deployed at sea.  

1 Coastal Anti -Intruders MAgnetometers Network  
2 LAnd / MArine magnetometric detector for self informed systems 
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1 does not differ significantly from the background noise level). 
The hypothesis of space stability of the magnetic noise might no 

longer hold in the case of very long barriers; in this case, the solution is 
to divide the array into several, independent sub-systems capable of 
generating alarms. To dimension the length of each subsystem, one 
should assess, during the setup phase, within what distance all sensors 
measure the same noise; in a port environment, that distance usually lies 
in the order of hundreds / thousands of meters. 

A generalized, multi-sensor configuration allows to sort out the 
anomalies (singularities) generated by the transits of different targets 
from the background field (noise): the data acquired by each sensor are 
compared with those recorded by all the other magnetometers (Fag-
gioni, 2018; Faggioni, 2019; Kanasewich, 1981; Telford et al., 1990). In 
particular, the comparisons between signals from adjacent sensors will 
highlight the presence of small magnetic anomalies (e.g. generated by 
divers). On the other hand, the comparisons between farther sensors will 
help identify larger magnetic anomalies (observed simultaneously by 
multiple sensors). This occurs, for example, when a pair of divers 
approach together or are aided by an underwater vehicle. When a diver 
passes halfway between two sensors, the magnetometers lying at a larger 
distance than L are not affected by the presence of targets and are used as 
reference sensors. Then, anomalies are compared with threshold levels 
to generate alarms. 

A software application (developed in C++ language) runs on the 
control unit; it processes the data acquired by all the magnetometers in 

real-time, and turns on a visual and an acoustical (beep) alert when a 
magnetic anomaly is identified; the sensors not involved in the event 
remain green and silent; Fig. 3 shows the user interface. 

2.2. The sensor hardware 

Fig. 4 presents the sensor placed on a laboratory floor. The magne-
tometer is housed in a waterproof box, IP68, tested at a depth of 10 m for 
8 h. The box is secured to a PVC block to ensure a stable installation on 
the sea bottom and adequate resistance to sea currents. 

The magnetometer is based on the A1015 dual-axis fluxgate pro-
duced by Autonnic (see https://www.autonnic.com/, accessed 18 
January 2022); it measures the components of the magnetic field along 
two directions X and Z, as shown in Fig. 5. The X axis is arranged ac-
cording to the direction along which the array is deployed, whereas the 

Fig. 2. Flow chart of the detection algorithm for the elementary cell.  

Fig. 3. The user interface.  

Fig. 4. The magnetometer on the laboratory floor.  
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Z axis is set perpendicular to the seabed and directed to the centre of the 
Earth. The sensor is sensitive to changes in the field (the method con-
siders the variations of the magnetic field and not its total value). Due to 
the geometry of the array, the characteristics of the Earth's magnetic 
field, and the trajectories described by targets, the Z component is 
usually most adequate to read the anomalies induced by a target's 
transit. This justifies the choice of the low cost, dual-axis commercial 
sensor, and explains why the Z component is used in the presented 
graphs. 

One serial cable traverses all sensors and transmits the carries data to 
the shore unit; it also provides power supply to each sensor. Overall, the 
system dissipates about 100 W (sensors at sea + control unit on land) 
and can be powered by a 24 V battery; since the sensors are passive, the 
magnetometer network can be considered as having almost zero impact 
on the surrounding environment. The sampling frequency of 10 Hz, the 
sensitivity of 0.1 nT and the data resolution of 1 nT meet the present 
requirements, since the goal is target detection rather than the mea-
surement of the total magnetic field. 

3. Results 

In February 2019, at the end of the LAMA2.0 Project, operational 
tests on the magnetometer system (including N = 5 sensors) were carried 
out in the Bay of Santa Teresa, Gulf of La Spezia (Italy; see Fig. 6), 
characterized by medium-high environmental noise (the artificial 
component due to activity of port and industrial plants overlaps the 
natural noise due to Earth's magnetic field). 

Fig. 7 shows the diver preparation phase on the pier, while Fig. 8 is a 
picture taken at the seabed (at nearly 7.5 m depth). 

Fig. 9 shows the signals generated (Z component of magnetic field) 
by a diver equipped with a steel tank (well detectable by magnetic 
sensors) swimming back and forth at approximately 1.5 m above the 
system. 

Then, data were filtered, since one is interested in the variations of 
the field rather than in its total value: the median value of a sliding 
window of appropriate size was subtracted from each sample: the 
filtering eliminated the background level (which did not carry useful 
information) and some environmental slow variations (see Fig. 10). 

The diver's transit was well detected by each magnetometer (first 
from sensor 1 to sensor 5, then from 5 to 1): the scuba was swimming at a 
distance approximately between 1 and 2.5 m from the magnetometers 
(the diver was moving at variable depth and not exactly along the linear 
array), the system could detect the presence of a scuba equipped with a 
steel tank up to a distance of about 5 m. The difference in pulse 
amplitude depended on the different distances of the diver from the 
array elements, whereas the duration of each pulse varied with the 
diver's speed. The interval between consecutive pulses was caused by the 
fact that the diver, despite having to pass above the sensors to test the 
system, temporarily drifted away up to several meters from the array 
due to poor visibility on the sea bottom (simulating operational condi-
tions, where the diver does not know the position of the sensors). 
Finally, the different shape of the pulse (positive, negative, dipole) 
depended on how the diver approached the magnetometer axes. 

The system could detect the presence of much weaker magnetic 
sources, as shown in Fig. 11, which corresponds to tests in which a diver 
was equipped with an aluminium tank (a portion of the scuba's equip-
ment still remained magnetic-sensitive, e.g. the air regulator); in this 
test, the scuba was passing twice over the barrier, at approximately 1.5 

Fig. 5. The inside of the magnetometer and the directions of its axis.  

Fig. 6. Harbour of La Spezia (Northern Italy); the yellow star indicates the test site (picture from Google Earth). (For interpretation of the references to colour in this 
figure legend, the reader is referred to the web version of this article.) 
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m above the sensor n. 2. 
As shown in Fig. 11, the target's weak signal remained hidden in the 

high background noise, but by applying the filtering, the diver passages 
became apparent (see Fig. 12). 

In this case, the system faced similar pulses (in amplitude and 
duration) during the first half of the acquisition: the pulses highlighted 
by green ovals were classified by the analysis algorithm as background 
noise because all five magnetometers had been “disturbed” in the same 
way (no alarm). On the contrary, the real-time processing procedure 
reported the red pulse as an alarm as well as the great red dipole at the 

end of the recording, because they had been measured by one magne-
tometer and therefore were considered anomalies with respect to the 
background noise: that pointed out the presence of the diver (see in 
Fig. 13 anomalies identified by the detection algorithm for the experi-
ment in Fig. 12). 

The whole process is ruled by suitable threshold levels (threshold 
values between environmental noise level and signal peaks are satis-
factory). In the example, two alarms were triggered when two peaks 
exceed the threshold level. 

In this video, we have combined a movie shot by the diver (equipped 
with a steel tank) with the anomalies generated by himself (the magnetic 
source is essentially represented by the scuba tank, while the camera is 
held by the diver in his hand); the diver starts about 3 m above sensor 5 
(coming from the rise above sensor 4), then runs along the barrier from 
sensor 5 to 1. 

Fig. 14 shows the alarms generated while a diver was crossing the 
barrier swimming first above the sensor n. 1 and then halfway between 
the sensors n. 2 and n. 3. Red hexagons correspond to sensors alarmed; 
red hexagons joined by the red bar identify an anomaly involving two 
sensors at the same time. 

Fig. 17 shows the signals (after the filtering) acquired during the 
passage of the diver (equipped with an aluminium tank) on board the 
vehicle shown in Figs. 15 and 16 (also made of aluminium, and equipped 
with an electric motor) some meters above the array: as can be seen, 
during two passages the target affects multiple sensors at a time. 

The system correctly detected the anomalies induced by the target; in 
that case, the system used as reference sensors a subset of magnetome-
ters lying at higher distances than L, which were not affected by the 
transit of the manned vehicle (see Fig. 18). 

In the case of multisensorial harbour protection (appropriately in-
tegrated systems so that the shadow areas of each one are filled by 
others), each alarm generated was forwarded to a command and control 
central station, which collected the alarms received by all sub-systems 
(magnetic, acoustic, optical, infrared, electrical, radar, etc.). 

4. Discussion and conclusions 

The paper described the development of an underwater magnetom-
eter self-informed network for harbour protection purposes. The 
experimental tests, in undersea environments with high magnetic noise, 
confirmed extremely positive operational results in the detection of 
transiting intruders; the experiments covered divers equipped both with 
steel and aluminium tanks, or on board underwater vehicles. As opposed 
to other systems (not based on this differential technique), the real-time 
analysis algorithm could discriminate the target signals from the envi-
ronmental background noise, even if characterized by similar 
amplitudes. 

The percentage of false alarms (value of false positive rate) depends 
on the distance of the target from the system; in general, during the test a 
rate of <10% was found (the maximum value refers to a diver swimming 
near the edge of the working area). 

As compared to the previous versions of the system, self-designed 
proprietary sensor allowed to reduce costs, and therefore develop a 
larger number of magnetometers to protect wider areas. The in-
terconnections through a single cable makes the deployment at sea 
easier and faster and provide a baud rate of about 1 Mbit / sec. Its ele-
ments (sensors, resin treatment) were tested at a depth of 10 m. Finally, 
the system has a very low impact on the surrounding environment and 
dissipates only about 100 W. 

In the context of antiterrorism systems for harbour protection, the 
magnetic network is a useful complement to the acoustic component in 
the peripheral ‘shadow’ areas close to the seabed or docks. For the global 
surveillance of a wide port area, magnetic and acoustic systems can 
integrate with other systems, such as radar systems or infrared cameras 
to monitor the sea surface. 

In an operational scenario, a picture showing the area under 

Fig. 7. The diver on the pier.  

Fig. 8. At the sea bottom, above the sensor n. 1.  
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surveillance could be placed in a command and control centre managed 
by local authorities, to provide useful support to security-responsible 
decision-makers. 

The locations of the magnetometers on the sea bottom are well- 
known, hence real-time alarms received from the software application 
can be represented by means of red points on the map of the port, as 

Fig. 9. Magnetic signals generated by a diver equipped with a steel tank.  

Fig. 10. Filtered magnetic signals generated by a diver equipped with a steel tank.  
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shown in Fig. 19. The white line shows a test run back and forth per-
formed by the diver above the central sensor (n. 3), the red point rep-
resents the sensor sending an alarm, the green ones indicate 

magnetometers not alarmed. The sensor started to send the alarm when 
the diver was about 3 m from the barrier and it stopped when he was 
nearly 3 m beyond (red segments of the tracks). 

Fig. 11. Magnetic signals generated by a diver equipped with an aluminium tank.  

Fig. 12. Filtered magnetic signals generated by a diver equipped with an aluminium tank.  
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The tests gave very satisfactory results, and at the end of the 
LAMA2.0 Project, the system prototype was delivered to the Italian 
Ministry of Defence. In the wake of the success of this first prototype, the 
consortium intends to extend the one-dimensional concept of barrier 
network to a 2-D matrix layout of sensors, capable of both detecting and 
tracking possible threats at the same time. Moreover, since the sensors 

are all interconnected and already exchange the signals they acquire, we 
plan to partially distribute the processing load, moving it from the 
control station to each sensor, which would no longer be a simple 
magnetometer but becomes an actual and faster detector. 

Supplementary data to this article can be found online at https://doi. 
org/10.1016/j.jappgeo.2022.104743. 
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